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(54) Command interface using fingerprint sensor input system 



(57) In a fingerprint sensing system usable as a 
conrimand interface a user's fingerprint pattern is recog- 
nized and compared to previously stored reference pat- 
terns. If the fingerprint pattern matches a previously 
stored pattern, the user is permitted to enter commands 
via the same interface systenfi. In the case of an auto- 
mobile, a user may identify themselves with their finger- 
print, and then perfomn such functions as unlocking the 



doors, setting the seat to a selected location, or even 
pre-starting the car prior to their entering the automo- 
bile. The same devices which perfomn the fingerprint 
Identification are also used fQr input sensing and com- 
mand recognition to perfomn various commiands. A user 
is thus able to control desired functions while being as- 
sured that an unauthorized user will not have access 
even if they were able to obtain the command interface 
device. 



CM 
< 
LO 

o 

CO 



J4 



-ROM 
7 — 



n 



VER'ICAL SCAN 



J2 

/ 




-oon 



□npo - Cf- 

2 ■ ' 1^ 



Fig. 8 



I 

^38 



8 




w 



FROM 7 



1 



0. 
UJ 



Printed by Jouve, 75001 PARIS (FR) 



BNSDOCJD: <EP 1 1 13405A2_I_> 



1 

Description 

[0001] This invention is directed towards a command 
interface using the hand, and more particularly to a fin- 
gerprint sensor which also functions as a command in- 
put. 

[0002] Presently, automobiles are opened, closed, 
locked and unlocl<ed by keys, door handles and other 
mechanical latching and unlatching devices. There is al- 
so available today for many automobiles a hand-held 
remote device with buttons thereon. Each button corre- 
sponds to a specific command. Currently there is one 
button per command with the most common commands 
including lock doors, unlock doors, unlock trunk, set 
alarm, or honk horn. The user presses a specific button 
In order to implement and transferthe specific command 
to the automobile. 

[0003] Remote devices currently used do not distin- 
guish one user from another. For example, if the owner 
of the car drops or loses the remote activation device, 
a passerby may pick up the remote, which usually has 
the key attached thereto. Any person holding the remote 
device may unlock the doors, honk the hom, or perform 
other functions permitted by the command keys. This 
has created the unfortunate situation in which the secu- 
rity of the automobile is significantly compromised. 
[0004] Formerly, if only a key was lost, any person 
finding the key would be required to test the physical 
key out on many automobiles and, given the options in 
a large parking lot, it difficult or impossible to find the 
automobile which matched the key. With current remote 
corrrmand devices, a passerby who has picked up the 
remote access device can honk the hom, turn on the 
lights, or perform other functions which will identify at a 
distance the automobile. Even at some distance, a hun- 
dred feet or more away a person may press the com- 
mand buttons which wilt Identify the car for which he 
holds the key. While this is convenient for a user ap- 
proaching their own car, any other person can also eas- 
ily walk up and down the rows of a parking lot, pressing 
the command button in an attempt to locate the auto- 
mobile corresponding to the remote command device. 
It thus provides an advantage to a thief who has ob- 
tained the remote command device and is using it in an 
attempt to steal the car. 

[0005] According to principles of the present inven- 
tion , a sensing apparatus is provided for sensing the po- 
sition of a human appendage at specific locations ther- 
eon. In particular, a fingerprint sensor Is provided for 
sensing the presence of a finger on the sensor. Further, 
having identified the presence of the finger on the sen- 
sor, it performs fingerprint recognition to determine 
whether there is a match between the input fingerprint 
and previously stored fingerprints. 
[0006] A fingerprint sensor has positioned thereon a 
plurality of sensing devices. The sensing devices are 
electrically connected and organized into groups posi- 
tioned at selected locations on the fingerprint sensor. 



2 

For example, one group may be on the left hand side 
and the other on the right hand side. Alternatively, 
groups may be positioned at the top and bottom or a 
' combination thereof. In one embodiment, the groups are 

5 positioned as concentric rings from the center outward. 
[0007] Once a user activates the fingerprint sensor by 
placing their finger thereon and being identified as an 
authorized user, they can then input control commands 
via the same fingerprint sensor. The commands are in- 

10 put by moving the finger in a selected pattern over the 
fingerprint sensing device. For example, a movement 
from the top to the bottom may be interpreted as a com- 
mand to turn on the lights or lock the door. A movement 
from left to right may be interpreted as unlock the door. 

15 [0008] According to principles of the present inven- 
tion, the fingerprint sensor is positioned in a housing that 
also includes an automobile transmitter. An automobile 
is matched with the transmitter when sold and pro- 
grammed with the user's Idenlily Thereafter, when a us- 

20 er wishes to provide command Inputs tp the automobile 
he simply first applies his finger to have his fingerprint 
recognized as an authorized user After the system rec- 
ognizes him as an authorized user he can then input 
various commands to the system for perfonmance by the 

25 automobile. For example, he can lock or unlock the 
doors; turn on the lights, move the seat position to a se- 
lected location, set the alarm, turn off the alarm or per- 
form a number of other functions. 
[0009] According to one embodiment of the invention, 

30 certain functions can be perfomied prior to the finger- 
print recognition. For example, the system may permit 
locking of the automobile merely by touching the sensor 
in certain location regardless of the Identify of the person 
performing the touch . This could be true for other select- 

35 ed functions such as setting the alanm system or turning 
off the lights. These would be functions which are typi- 
cally in the class that do not compromise the security or 
operation of the vehicle. Indeed, they may be in the 
group of operations which enhances and reaffirms the 

40 security of the vehicle. Certain other functions can only 
be perfomned once a valid fingerprint has been sensed 
and recognized. For example, functions such as unlock- 
ing the doors, turning off the alarm, and setting the seat 
to the proper position will all require that an authorized 

45 user provide a fingerprint pattern and that a match be 
found before the functions can be performed. 
[0010] The invention finds use beyond just the class 
of automobiles. For example, it may also be used as a 
house entry system, a garage door opening or closing 

50 system, turning on lights or any other number of select- 
ed functions for whk:h identify of the user Is desired to 
be confimied prior to performing a certain function. 
[0011] Figure 1 is an isometric view of the use of the 
Invention In conjunction with an automobile. 

55 [0012] Figures 2A-2E illustrate various groupings of 
sensing devices on the substrate according to principles 
of the present invention. 

[0013] Figure 3 illustrates possible movement direc- 
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tions that can be sensed according to principles of the 
present invention. 

'[0014] Figure 4 Is a partial cross-sectional, cutaway 
view of a housing and sensor according to principles of 
the present invention. 

[0015] Figure 5 Is an alternative ennbodlnnent of the 
housing of Figure 4. 

[0016] Figure 6 is an electrical schematic of circuits 
for use according to principles of the present invention. 
[0017] Figure 7 is a schematic of an alternative em- 
bodiment of a circuit according to principles of the 
present invention. 

[0018] Figure 8 Is a schematic view of a fingerprint 

sensing device. 

[0019] Figure 9 is an electrical schematic of a finger- 
print sensor according to the prior art. 
[0020] .Figure 1 Illustrates a command system 1 0 ac- 
cording to principles of the present invention. The com- 
mand system 10 includes a transmitting system 12 and 
a receiving system 1 4. The receiving system 1 4 includes 
an electronic receiver 1 8, usually embedded and not vis- 
ible to the naked eye. In this case, the receiving system 
14 is shown as an automobile. However, it could also 
be any other acceptable receiving device for which user 
security is desired, such as a garage, door,, a home, a 
light or an office. 

[0021] A user 16 uses the transmitting device 12 in 
order to send selected commands to the receiving de- 
vice 14 and perform desired functions. The transmitting 
device 12 includes a fingerprint sensing system having 
a plurality of position-sensing devices as part of the ar- 
ray. Fingerprint sensing devices are well known in the 
art and any acceptable fingerprint or position-sensing 
device may be used. For example, an acceptable fin- 
gerprint sensing device is described in U.S. Patent No. 
5,973,623, incorporated herein by reference. 
[0022] The sensing system 12 includes a plurality of 
position-sensing devices as best illustrated in Figures 8 
and 9. For convenience, a brief discussion of fingerprint 
sensing technology will now be provided with reference 
to these Figures 8 and 9. As shown in Figure 8, a plu- 
rality of position-sensing devices 2 are organized in an 
arrays on a substrate 1 . The sensing devices 2 are 
formed in a semiconductor substrate and thus are small 
so that many hundreds, or thousands, are contained on 
the single substrate 1 . They are shown in enlarged fomn 
on Figure 8 for purposes of illustration. As shown in Fig- 
ure 9, when the user places their finger 1 8 adjacent the 
substrate 1 the fingerprint sensing device 2 determines 
the position of the finger 1 8 relative to the sensing device 
. 2. In particular, it senses whether a ridge or a valley or 
some other feature of the fingerprint is adjacent the po- 
sition sensor 2. It thus not only senses the presence of 
either a ridge or a valley but whether or not the finger 
1 8 is sufficiently close to register an input to the sensing 
device 2. 

[0023] Once a finger 1 8 is placed on the substrate 1 , 
the logic unit 7 In coordination with the vertical scan unit 
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6 and the horizontal scan unit 5 causes sensing to be 
performed at each individual sensing device 2. The 
sensing device 2 generates a signal and transmits it to 
the output 8. The signal is then monitored to perform 

5 other functions as explained elsewhere herein. 

[0024] A power supply 1 20 is also provided to provide 
regulated power the substrate 1'1 . In the event the volt- 
age supply includes only power regulator transistors, it 
may also be on the same substrate 1 or on a separate 

10 substrate as discussed later herein. Naturally, the power 
source itself, such as a battery or other voltage source 
95, will not be located on the substrate but will be posi- 
tioned elsewhere as shown with rejspect to Figures 4 
and 5. 

15 [0025] The actual sensing of the finger 18 is per- 
formed according to one embodiment using the circuit 
of Figure 9, which includes two plates 23, 24 of a capac- 
itor for sensing the position of a finger 1 8. A feedback 
amplifier 13 is also provided having an input 16 and a 

20 reset switch 1 9 which is controlled according to the sup- 
ply unit 7. An inpMt capacitor 20 which is charged to a 
reference voltage from node 21 via power suppiy 95 
may also be used. 

[0026] The circuit for sensing the presence of the fin- 
25 ger, and in particular the ridges and valleys, may be per- 
formed by any acceptable sensing technique, and the 
particular circuit shown in Figure 9 Is not required to be 
used. The signals from all the sensor cells 2 are ana- 
lyzed or compared to a stored set of reference finger- 
30 print patterns to locate a match. If a match is found, a 
signal is output, indicating a match. Rather, it is provided 
only as an illustration of one preferred embodiment for 
carrying out the sensing according to the present inven- 
tion. Any currently acceptable fingerprint sensing or po- 
35 sition-sensing devices can be used in place of those 
shown in Figure 9. The full operation, and detailed de- 
scription of the circuit of Figure 9 is described in U.S. 
Patent No. 5,973,623 previously referred to herein. 
[0027] Referring now to Figure 8, the sensing devices 
40 2 can be conveniently grouped according to a selected 
arrangement. The grouping can be dohe by electronic 
switching or electron^ configuration, either hardware or" 
software. The embodiment shown in Figure 8 corre- 
sponds to that shown in Figure 2C, the individual posi- 
es tion sensing devices 2 being shown in Figure 2 but not 
being shown in Figure 2C for ease of illustration. In par- 
ticular, as shown in Figure 2C, the array of sensing de- 
vices 2 is grouped into four preset groups 32, 34, 36, 
and 38. These groups are electronically segmented to 
50 sense the presence of a finger in any one of the quad- 
rants. For example, if the finger is present in quadrant 
38 but not present in quadrants 34 and 32, a specific 
signal is output. Similarly, an output is provided signify- 
ing that the finger is present in quadrant 32, but not 
55 present in quadrant 36 or 38. The electronic scanning, 
and sensing of the presence or absence of a finger is 
carried out as shown in Figure 8 using the horizontal 
and vertical scan lines, or any other acceptable tech- 
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nique of the many available which are known. Simply 
recognizing the presence or absence of the finger in the 
quadrant is acceptable and it is not necessary to perform 
fingerprint identification. The cells 2 are used only as a 
position-sensing devices and are not used for fingerprint 5 
identification. Th us the same sensors 2 and circuit which 
were previously used for fingerprint sensing are now 
used for position sensing. 

[0028] Figure 2B illustrates a further prefen^ed em- 
bodiment for segmenting the cells 2 according to prin- 
ciples of the present Invention. The array 1 has the plu- 
rality of sensing devices 2 thereon segmented into an 
upper group 40, and a lower group 42. In addition, they 
are also segmented into a right side group 44 and a left 
side group 46. The presence of a user's finger In section 
42 can thus easily be distinguished from the presence 
of the user's finger in section 40. Similarly, sections 44 
and 46 can be easily distinguished from each other. Fig- 
ure 2D illustrates a further alternative embodiment hav- 
ing a plurality of groups of position-sensing devices or- 
ganized into different groups 48. According to the em- 
bodiment of Figure 1 , there are eight different segments 
of groups of the position-sensing devices 2 thus illus- 
trating that. The number of groups can be any desired 
number ranging from 1 to 8 or more. For example, in 
one embodiment, only two groups are provided, upper 
and lower, or left and right, as can be easily understood 
by looking at Figures 2B and 2C, thought this embodi- 
ment is not shown. Similarly, a left and right side can be 
combined by software electronics with the top and bot- 
tom segmentation into groups. 

[0029] Figure 2E illustrates a concentric grouping of 
the position-sensing devices 2. In particular, it includes 
a central group 50, one outer ring 52, which surrounds 
and is on the outside of group 50, and a further outer 
ring 54, which surrounds, and is on the outside of group 
52. The polar, coordinate method, or circular groups, is 
particularly useful to provide certain types of input, as 
will now be explained with respect to Figure 3. 
[0030] Figure 3 illustrates possible input command di- 
rections 56 and 58 for movement of the finger 1 8 on the 
substrate 1 . As shown by arrow 58, the user may sweep 
theirthumbfrom left to right at any position on the sensor 
1 , such as near the bottom, near the middle, or on the 
top. Alternatively, the user may move their thumb from 
top to bottom or from the center outward, If the polar 
coordinate embodiment of Figure 2E is in use. Figure 3 
illustrates, with an*ow 56, the concept of first touch loca- 
tion and a last touch location. As can be seen by viewing 
the end of arrow 56, a user's finger first touched the ar- 
ray 2 in the center portion, group 50. The user's thumb 
then moved from the center portion in a 45^ direction 
upward, crossing two segments, namely segments 52 
and 54. As shown by the raised arrowhead, the user's 
thumb left the substrate 1 in the upper right hand comer ss 
of segment 54, see, for example, Figure 2E. Similarly, 
arrow 58 represents the user moving their thumb in a 
horizontal sweep to the left and right across the central 



portion of the substrate 1 with the user's thumb going 
up, out of range of the sensor on both the left and right 
side during the sweep. 

[0031] According to principles of the present inven- 
tion, a user is able to provide commands to a system ' 
using merely motion of the thumb, or the finger (once 
again, recall that the thumb is classified as a finger for 
ease of reference. Indeed, in most embodiments, the 
user will find the thumb the most useful finger to use for 
the present invention, though this does not exclude the 
use of a finger or, for the disabled persons, without 
hands, the use of a toe or other identifiable appendage). 
The sensor system 12 has stored therein a plurality of 
commands which have been preprogrammed, samples 
of which will now be provided. For this example, the sen- 
sor is used with an automobile. The sensor recognizes 
a location of a first touch as the finger enters contapt 
with the substrate, and the location of the last touch as 
the finger leaves the substrate. The sensor also recog- 
nizes movement to one location or another while the fin- 
ger is on the substrate. The user, thie commands, and 
the input for such commands can be any desil-ed con- 
figuration as selected by the system designer or the us- 
er. For example, if the user enters the touch pad at the 
lower portion and exits at the upper portion, as would 
be e)^pGcted from sweeping their thumb from the bottom 
to the top. This can indicate that the car should be 
locked. If the user sweeps their hand from the top to the 
bottom, this can indicate that the car should be un- 
locked. Movement from left to right can provide a com- 
mand input to turn on the lights while movement from 
right to left can turn off the lights. 
[0032] Among the more useful commands which can 
be entered would be those to set the seat position to 
match the identity of the user who is about to enter the 
car. Other custom features may include setting the radio 
to the correct stations, setting the steering wheel to the 
proper location, or other commands which are specific 
to a user. Any number of other acceptable commands 
can be performed, such as roll-up windows, roll-down 
windows, roll down one or more.particular selected win- 
dows, engage alarm system, disengage alarm system, 
and many others which need not be catalogued here but 
they all fall within the concept of the command interface 
using the fingerprint sensor system. 
[0033] A method of operation of the fingerprint sensor 
system will now be described with reference to Figures 
3, 4 and 8. A user presents their finger 18 to the sub- 
strate 1 which contains the sensing devices 2 as shown 
in Figures 4 and 8. The system performs the recognition 
sequence for a pattern match to detennine if the finger- 
print is a match to the pattern of a fingerprint previously 
stored for that of an authorized user. If there is a match, 
then the controller 7 authorizes the input of a selected 
group of functions, such as those previously described. 
, For example, following the correct identification of an 
authorized user, the user may then use finger move- 
ments to unlock the doors as they approach the car. 
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They may then use finger movements to change the 

seat to a selected position, which has been custom pre- 
set to them as an individual since the identity of the user 
is known from the fingerprint. Through other commands 
input through their thumb moving across the sensor ar- 
ray 2. they may input a desired temperature control sys- 
tem, whether heating or cooling, a radiostation, or other 
custom details to themselves to begin operation as soon 
as the car is powered up. As can be appreciated, nu- 
merous other futictions can also be perfonned following 
the fingerprint identification, such as enabling or disa- 
bling an alarm system, turning the lights on or off, or oth- 
er selected functions some of which are customized to 
the particular user. 

[0034] According to principles of the present inven- 
tion, a large number of functions can be performed prior 
to or in the absence of a fingerprint identification. For 
example, it is desired that the car will automatically lock 
itself, or lum the lights off, in the event of an attempted 
unauthorized use. Accordingly, some of the functions 
according to the present invention are performed prior 
to the fingerprint identification taking place. Using the 
very same sensor elements 2 which also perform the 
fingerprint sensing. For example, according to principles 
of the present invention, locking of the car can be per- 
formed by random, rapid movement of a finger across 
the array in addition to being performed by movement 
in a selected location across the array. Similarly, the 
lights can be turned off by repeatedly holding a finger 
on the array. These functions can be perfomied in a si- 
lent fashion, so that the horn is not honked when the car 
is automatically locked prior to fingerprint recognition. 
Similarly, the windows can be rolled up, the lights turned 
off, or other basic sen/ice functions performed by any 
person holding the system 12 prior to fingerprint recog- 
nition. However, fingerprint identification is required pri- 
or to performing certain selected secure functions. 
[0035] The usefulness of secure/unsecure grouping 
of functions can be appreciated in the following expla- 
nation. Assume, for example, that the present invention 
falls from the user's pocket in a parking lot. A passerby, 
picking up the sensing device, may attempt to activate 
the car so as to locate and thus steal the automobile. If 
the person places their finger on the array, the only pos- 
sible things they can do are those which make the car 
more secure, such as locking the doors, setting the 
alarm or, alerting the car system that an unauthorized 
user is attempting repeated entry and thus can make 
itself more secure. For example, after repeated failures 
to recognize a print, it could send an alarm via radio 
transmitter from the automobile to a security company 
which can then alert the owner that someone is attempt- 
ing to steal the car. Additionally, a user can hand the 
keys to a family member, such as a son or a daughter 
and ask them to lock the car or turn the lights off and roll 
the windows up using the remote sensing system. The 
person may not be an authorized driver of the vehicle, 
and thus their fingerprint pattern would not match an au- 



thorized user pattern. However they would be able to 
perform routine functions, such as locking the doors, 
' rolling up the windows and activating the alarm system. , 
[0036] Figures 4 and 5 illustrate possible configura- 

5 tions for the command interface system 12. A housing 
60 includes the substrate 1 having an array 3 of sensor 
devices 2 formed thereon. A printed circuit board 62 
supports the substrate 1 to provide both physrcal me- 
chanical support and electrical connection. Waterproof 

10 seals 64 ensure that the sensor array 3 is not damaged 
by the weather or other outdoor adverse conditions. 
The housing 60 includes a power supply 95 and a trans- 
mitter and/or receiver unit 1 1 0. For example, the receiv- 
er unit 110 may be used to receive customization con- 

15 trols, such as adding a user, changing the software com- 
mands, or the like. 

[0037] A controller 7 is connected to the PC board 62 
and, in the embodiment shown, is connected to the 
same PC board, however on the back side. The housing 

20 60 also includes the appropriate mounting, not .shown, 
in order to support and hold the power supply, printed 
circuit board 62, and transmitter/receiver in the correct 
orientation: According to the embodiment of Figure 4, 
the controller 7, which has the circuits thereon to per- 

25 form the sensing, recognition, storing of command se- 
quences, reference fingerprint patterns, and the like. 
[0038] Figure 5 illustrates an alternative embodiment 
of the device of Figure 4. According to this alternative 
embodiment, the housing 60 includes the power supply 

30 1 00 and a transmitter 1 1 2. 1 n this embodiment, the same 
substrate 1 includes the sensor anray 2, and the elec- 
tronics for the controller 7. Thus, included on the single 
integrated circuit, are both the sensor elements, trans- 
mitter driving circuits, as well as the recognition units 

55 and electronics to drive the transmitter In some embod- 
iments, it is preferred to have the control logk; and drive 
transmitter circuits in a separate stand-alone substrate 
as shown in Figure 4, while in other embodiments, hav- 
ing it as a single integrated circuit on the same substrate 

40 1 is preferred. 

[0039] Figure 6 illustrates an electrical schematic of 
the circuit according to the present invention as shown 
in Figure 4. The controller 7 is connected to sensor logic 
68, which includes the sensor cells 2 and the appropri- 

45 ate drive logic, including the horizontal scan, the vertical 
scan, and output sensors, as previously described. It al- 
so is connected to the recognition logic 69, which has 
the appropriate memory for storing reference fingerprint 
patterns, as well as command sequences as previously 

50 described . The power su pply 95 provides power through 
a central control circuit 70, which is in the form of a mi- 
croprocessor for performing coordination of the various 
functions as described herein. 

[0040] Figure 7 illustrates another embodiment of the 
55 present invention, as shown in Figure 5. According to 
this embodiment, the control logic 70 includes within it 
all of the sensor circuits, the recognition circuits, the 
memory circuits and other components needed. The 
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sensor array 3 containing the plurality of sensor ele- 
ments 2 is located in a different portion of the same sem- 
iconductor substrate. Control of the transmitter 112 Is 
directly driven from the control logic 70 positioned on 
the substrate 1 . 

[0041 ] The present invention has been described with 
respect to a number of specific embodiments, including 
the control of an automobile, lights, a garage, or other 
secured location. Alternative embodiments can be eas- 
ily provided which fall within the scope of the present 
invention. 



Claims 

1. A apparatus comprising: 

. a. substrate; 

a plurality of position sensing devices located 
on the substrate for detecting the presence of 
an object; 

a plurality of groups of the position sensing de- 
vices, each group being composed of a plurality 
of sensing devices and located at a selected, 
respective position on the substrate; 
an electronic logic circuit coupled to each of the 
groups for sensing whether a human append- 
age has been placed adjacent the respective 
group. 

2. The apparatus according to claim 1 wherein there 
the plurality of groups includes at least 3 groups. 

3. The apparatus according to claim 2 wherein the 
groups are positioned adjacent each other organ- 
ized in a grid having rows and columns. 

4. The apparatus according to claim 2 wherein the 
groups and positioned with afirst group surrounding 
a second group and the second group surrounding 

< a third group. 

5. The apparatus according to claim 4 wherein the 
groups are circular in shape. 

6. The apparatus according to claim 1 , further Includ- 
ing a circuit for sensing an initial touch location and 
a last touch location. 

7. The apparatus according to claim 1 , further includ- 
ing a circuit for sensing the location of a human ap- 
pendage on the surface at a first time and sensing 
the location the human appendage at a second 
time, after the first time. 

8. The apparatus according to claim 1 , further includ- 
ing: 



a housing that supports the substrate; 
a power source within the housing; and 
a transmitter within the housing. 

5 9. The apparatus according to claim 8, further includ- 
ing: 

a fingerprint identification circuit within the housing 
including a fingerprint sensing array, a memory for 
storing reference fingerprint patterns and a circuit 
10 to compare a fingerprint sensed by the array with a 
reference fingerprint pattern stored in the memory. 

10. An apparatus for remotely controlling automobile 
functions comprising: 

15 ' 

a housing; 

a semiconductor substrate coupled to and sup- 
ported by the housing; 
a power source within the housing; 
^0 a transmitter within the housing; 

a plurality of position sensing devices posi- 
tioned within the semiconductor, the sensing 
devices being organized into a plurality of seg- 
mented groups; and 

a circuit coupled to each group to sense wheth- 
er a human appendage is adjacent the group. 

1 1 . The apparatus according to claim 1 0, further includ- 
ing: 

30 a finger print identification circuit coupled to the 
semiconductor substrate for sensing the identity of 
the a fingerprint placed thereon. 

12. The apparatus according to claim 11 wherein the 
35 fingerprint sensor circuit includes: 

a memory for storing a plurality of reference fin- 
gerprint sensor patterns; 
a comparison circuit for comparing a pattern of 
"^0 a fingerprint placed on the substrate with a fin- 

gerprint pattern stored in memory; and 
an output circuit that outputs an indication of a 
match between an input fingerprint pattern and 
a fingerprint panern stored in the memory. 

45 

13. The apparatus according to claim 12, further includ- 
ing an enable circuit coupled to output circuit for en- 
abling the transmitter to transmit selected com- 
mands only after a fingerprint input pattern has 

50 matched a reference fingerprint pattern. 

1 4. The apparatus according to claim 1 0, further includ- 
ing: 

5^ an automobile 

a receiver circuit coupled to the automobile for 
receiving input from the transmitter. 
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15. A method of sensing input from a finger of a user 
comprising: 

sensing a first touch iocation on a substrate: 
sensing a second touch location spaced from 
the first touch location on a subsualc 
comparing the input sequence of the (rsl and 
second touch locations to h set of -clcrcnco se- 
quences stored in memory 
outputting the identity of a match between the 
input sequence and the reference sequence; 
performing a pre-progrrimmcc function based 
the identity of the match 

16. The method according to clam 15 lurner rnciucing 

receiving a sample fingcrpnn: pdiicrn on the 
substrate; 

comparing the sample fingcrpnnl pallern to a 
plurality of stored reference pdtlcins. 
outputting a signal indicating a match between 
the sample input pattern and a stored pattern; 
and 

performing the pre-programmed function only 
after a match has been found between the input 
fingerprint pattern and a reference pattern. 

17. The method according to claim 15, further including: 

receiving a sample fingerprint pattern on the 
substrate; 

comparing the sample fingerprint pattern to a 
plurality of stored reference patterns; 
outputting a signal indicating whether or not 
there is a match between the sample input pat- 
tern and a stored pattern; and 
permitting the performing of selected pre-pro- 
grammed functions before a match has been 
found between the input fingerprint pattern and 
a reference pattern. 

18. The method according to any one of claims 16 or 
17, further including: 

transmitting a code representing the function 
to be perfomned from a location adjacent the sub- 
strate to an automobile to perfomri selected func-r 
tions at the automobile. 

19. The method according to claim 18 wherein one of 
the functions performed is to lock the doors of the 
automobile. 

20. The method according to claim 19 wherein the func- 
tion of locking the doors is permitted to be per- 
formed before a match is found. 

21. The method according to claim 18 wherein one of 
the functions perfomned is to unlock the doors of the 



automobile. 

22. The method according to claim 15. further including: 

5 sensing if a first touch occurred in a bottom por- 

tion of the substrate; and 
sending if a last touch occurred in a top portion 
of the substrate. 

10 23. The method according to claim 15, further including: 

sensing if a first touch occurred in a central por- 
tion of the substrate; and 
sensing if a last touch occurred in an outer por- 
15 tion of the substrate. 
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